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Trust in Industry 4.0

Supply chains in Industry 4.0 are distributed and complex

« Many participants acting in various roles
« Many information exchanged between participants
 Information exchange vital for production

Trust required between participants

* No confidential information must be shared
« Participants only allowed to see necessary information

Situations might change rapidly

 Information sharing depending on geographical location
 Information sharing required by exceptional events
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 Architectural Data Flow * Requirements
Modeling and Analysis » Privacy-aware decision making

« Runtime Access Control

« Requirements
Modeling and Analysis * Privacy-aware sensor gateway

=—=TRUST4.0

Dataflow-hased privacy for industry 4.0
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 Locations in factory
« Data about workers

Physical Constraints

« Only workers assigned to shift can access factory 25 min before shift
« Only workers assigned to shift can access workplace 8 min before shift

e Virtual Constraints

e Supervisor cannot access personal data of workers
e Supervisor cannot access sensitive personal data of late workers
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Results
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Datald |DataType PrivacyLevel EntryPoint

WorkerLocation SENSITIVE Worker UC1
1 Workerld NONE Supervisor UC2
2 WorkerLocation SENSITIVE Supervisor UC2
3 Location SENSITIVE Supervisor UC2
4 Distance OFFICIAL Supervisor UC2
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Decision Making

® Grants

allow(shift.foreman, "read.personalData.phoneNo", workersThatArelLate)
allow(shift.foreman, "read.distanceToWorkPlace", workersThatAreLate)

B Constraints

deny(shift.foreman, "read.personalData", workers, PrivacylLevel.ANY)
deny(shift.foreman, "read.personalData", workersPotentiallylLate, PrivacylLevel.SENSITIVE)

® Privacy Levels
® Distance to work place, and phone number are official
® Remaining personal data of worker (e.g. date of birth) is private \/
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Conclusion

Incorporating trust in Industry 4.0 is challenging

« Rapid changes require reactions
« Complex communication patterns make policies complex

Trust 4.0 supports aspect of access control

» Define bottom line security policies
 Define runtime policies considering context
« Evaluate policies on context changes

Future Work

« Evaluation in industrial context
« Consideration of unforeseen context changes
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